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S11 



3536 
547 
4 
9 

472 
63 

188 

132 
36 
16 

302 
98 



software with certif$ 
software near certif$ 

software near certif$ and buffer near (overrun overflow) 

software. elm. and vulnerabil$.clm. and certif$.c!m. 

assertion and software and (certify certification) 

assertion and (software application) near (certify certification) 

(constraint assertion) and (software application) near (certify 
certification) 

(constraint assertion) and (software application) near (certify 
certification) and (vulnerab$ overrun overflow) 

kolawa.ln. 

kolawa.in. and parasoft.as. 
726/25.ccls. 



("5949973' 
"6397379" 
"5864683" 
"5386563" 
"5842225" 
"5860074" 
"6578094" 
"5657471" 
"5754764" 
"6061773" 
("5353419* 
"6108014" 
"5694603" 
"5899987" 
"6286057" 
"5692170" 
"5835964" 
"6594734" 
"6877088" 
"5978654" 



' "6298445' 
"6427162" 
"6772332" 
"5701493" 
"5347634" 
H001944 
"5867647" 
"5367643" 
"5765209" 
"6061773" 
' "5838334' 
"4789255" 
"5732272" 
"5944841" 
"6289433" 
"6012141" 
"5910821" 
"6643759" 
"5737599" 
"6212558" 



'"6185689 
"6289462" 
"6832302" 
"6282638" 
"5682495" 
6243668' 
"4435780" 
"5537628" 
"5835788" 
"6138149" 
" "5889985' 
"4945479" 
"5737624" 
"5956710" 
"6314558" 
"4356550" 
"6125443" 
"6651156" 
"4800441" 
"6212558" 



I" "4887235' 
"5301287" 
"3914747" 
"6370640" 
"5781750" 
5748741" 
"5267322" 
"5715431" 
"5870535" 
"5946711" 
"'5995120' 
"5437036" 
"5832260" 
"5974526" 
"6615300" 
"4365295" 
"6128435" 
"6751583" 
"5237312" 
"6266413" 



1 "4922414" 
"5835958" 
"5628016" 
"6442663" 
"5819301" 
6088452" 
"5493660" 
"5724538" 
"5905508" 
"6550012").pn. 
'"6002411" 
"5497499" 
"5870587" 
"6137804" 
"6704800" 
"4484275" 
"6314409" 
"6854048" 
"5327157" 
"6445794"). pn. 
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90 
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713/201. ecls. 



software adj vulnerabilitS 

vulnerabilitS with database 

pars$ with code 

pars$ with code and software 

parsS with code and software and vulnerabili$ 

"7177$.ccls. 

"7177$.ccls. 

certificatS same (software application). 

certificatS same (software application) and vulnerabilitS 



US-PGPUB; 
USPAT 

US-PGPUB; 
USPAT 

US-PGPUB; 
USPAT 

US-PGPUB; 
USPAT 

US-PGPUB; 
USPAT 

US-PGPUB; 
USPAT 

US-PGPUB; 
USPAT 

US-PGPUB; 
USPAT 

US-PGPUB; 
USPAT 

US-PGPUB; 
USPAT 

US-PGPUB; 
USPAT 

US-PGPUB; 
USPAT 



US-PGPUB; 
USPAT 

US-PGPUB; 
USPAT 

US-PGPUB; 
USPAT 

US-PGPUB; 
USPAT 

US-PGPUB; 
USPAT 

US-PGPUB; 
USPAT 

US-PGPUB; 
USPAT 

USPAT 

US-PGPUB; 
USPAT 

US-PGPUB; 
USPAT 



OR 
OR 
OR 
OR 
OR 
OR 
OR 
OR 
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OR 
OR 
OR 



OR 

OR 

OR 

OR 

OR 

OR 

OR 
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OR 
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ON 
ON 
ON 
ON 
ON 
ON 
ON 
ON 
ON 
ON 
ON 
ON 



ON 

ON 

ON 

ON 

ON 

ON 

ON 

ON 
ON 

ON 



2007/05/02 06:53 
2007/05/02 06:53 
2007/05/02 06:55 
2007/05/02 07:10 
2007/05/02 07:10 
2007/05/02 07:11 
2007/05/02 07:11 
2007/05/02 07:12 
2007/05/02 07:30 
2007/05/02 07:34 
2007/05/02 07:35 
2005/07/05 07:55 



2006/02/18 17:02 

2006/02/03 09:51 

2005/07/05 07:56 

2005/07/05 07:58 

2005/07/05 07:58 

2005/07/05 08:15 

2005/07/05 08:15 

2005/07/05 08:23 
2005/07/05 08:23 

2005/07/05 08:36 
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S12 


35 


software adj certification 


US-PGPUB; 
USPAT 


OR 


ON 


2005/07/05 09:45 


S13 


7594 


david and wagner 


US-PGPUB; 
USPAT 


OR 


ON 


2005/07/05 09:45 


S14 


39 


david and wagner.as. 


US-PGPUB; 
USPAT 


OR 


ON 


2005/07/05 09:45 


S15 


3 


david. as. and wagner.as. 


US-PGPUB; 
USPAT 


OR 


ON 


2005/07/05 09:47 


c a. e 

olb 




pointer$ same vulnerabilitS 


1 IC Dr*DI ID- 

Uo-rorub, 
USPAT 


An 
UK 


UN 


^UUO/U//UO 1U.U1 


S17 


5 


("6125439 , T'5793374 ,, r , 659476rT , 5854924 , T , 6779114 ,, ).PN. 


US-PGPUB; 

1 ICOAT 

USPAT 


OR 


ON 


2005/07/05 10:01 


S18 


19 


("5119377" | "5132972" | "5465258*' | "5586328" | "5673390" | 
"5699507").PN. OR ("5854924").URPN. 


US-PGPUB; 

USPAT; 

USOCR 


OR 


ON 


2005/07/05 10:09 


S19 


2025 


(static dynamic) adj analysis 


US-PGPUB; 

MOD AT' 

USOCR 


OR 


ON 


2005/07/05 10:09 


S20 


1405 


(static dynamic) adj analysis and (code instruction program 
software) 


i to or* Dl ( D . 

Uo-rbrUb, 

USPAT; 

USOCR 


UK 


UN 


^U0o/U7/Uo 10.10 


S21 


1399 


(static dynamic) adj analysis and (code instruction program 
software) 


US-PGPUB; 
USPAT 


OR 


ON 


2005/07/05 10:10 


S22 


0 


(static dynamic) adj analysis and (code instruction program 
software) and bufer 


US-PGPUB; 
USPAT 


OR 


ON 


2005/07/05 10:10 


S23 


462 


(static dynamic) adj analysis and (code instruction program 
software) and buffer 


US-PGPUB; 
USPAT 


OR 


ON 


2005/07/05 10:28 


S24 


2 


(static dynamic) adj analysis and (code instruction program 
software) and buffer 


EPO; JPO 


OR 


ON 


2005/07/05 10:47 


S25 


5 


stack adj smashing 


EPO; JPO 


OR 


ON 


2005/07/05 10:47 


S26 


21 


stack adj smashing 


1 IC Or*D\ ID. 

USPAT; 
EPO; JPO 


UK 


UN 


^UOO/U7/UO 10.47 


S27 


14 


parasoft.as. 


US-PGPUB; 
USPAT 


OR 


ON 


2006/02/03 09:53 


S28 


2 


abraxas. as. 


US-PGPUB; 
USPAT 


OR 


ON 


2006/02/03 09:53 


S29 


7 


("4525780" | "4763277" | "4924408" | "4941102" | "4970657" | 
"5133045" | "5247693"). PN. 


US-PGPUB; 

USPAT; 

USOCR 


OR 


ON 


2006/02/03 09:54 


S30 


34 


source adj code adj analysis 


USPAT 


OR 


ON 


2006/02/18 18:44 


S31 


1 


cigital.as. 


USPAT 


OR 


ON 


2006/02/18 18:40 


S32 


220 


reliable. as. 


USPAT 


OR 


ON 


2006/02/18 18:40 


S33 


0 


reliable. as. and software. as. 


USPAT 


OR 


ON 


2006/02/18 18:40 


S34 


220 


reliable. as. 


USPAT 


OR 


ON 


2006/02/18 18:43 


S35 


0 


reliable adj software. as. 


USPAT 


OR 


ON 


2006/02/18 18:43 


S36 


2 


klocwork.as. 


USPAT 


OR 


ON 


2006/02/18 18:43 


S37 


2 


klocwork.as. 


US-PGPUB; 
USPAT 


OR 


ON 


2006/02/18 18:43 


S38 


0 


coverity.as. 


US-PGPUB; 
USPAT 


OR 


ON 


2006/02/18 18:43 


S39 


64 


source adj code adj analysis 


US-PGPUB; 
USPAT 


OR 


ON 


2006/02/18 18:44 


S40 


40 


source adj code adj analysis and database 


US-PGPUB; 
USPAT 


OR 


ON 


2006/02/18 18:44 


S41 


2 


("6085029" "586001 1").pn. and (dynamics staticS tree pars$) 


US-PGPUB; 
USPAT 


OR 


ON 


2006/03/20 16:42 


S42 


2 


("6085029" "586001 1").pn. and (dynamics staticS tree pars$ 
database) 


US-PGPUB; 
USPAT 


OR 


ON 


2006/03/20 16:42 
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S43 


2 


("6085029" "586001 1").pn. and (dynamics staticS tree pars$ 
database false positive negative) 


US-PGPUB; 
USPAT 


OR 


ON 


2006/03/20 16:43 


S44 


2 


("6085029" "586001 1").pn. and (dynamics staticS tree pars$ 
database false positive negative vulnerabiS) 


US-PGPUB; 
USPAT 


OR 


ON 


2006/03/20 16:45 


S45 


2 


("6085029" "586001 1").pn. and (dynamics staticS tree parsS 
database false positive negative vulnerabiS securS) 


US-PGPUB; 
USPAT 


OR 


ON 


2006/03/20 16:45 


S46 


4 


("586001 1").URPN. 


USPAT 


OR 


ON 


2006/03/20 17:26 


S47 


43 


source adj code with scanner 


USPAT 


OR 


ON 


2006/03/20 17:27 


S48 


12 


source adj code with scanner and static and dynamic 


USPAT 


OR 


ON 


2006/03/20 17:33 


S49 


3 


source adj code same vulnerabilities 


USPAT 


OR 


ON 


2006/03/20 17:34 


S50 


15 


source adj code same flaws 


USPAT 


OR 


ON 


2006/03/20 17:34 


S51 


2092461 


"586001 V'.pn. abd (gui user interface input) 


US-PGPUB; 
USPAT 


OR 


ON 


2006/03/28 13:36 


S52 


1 


"586001 1".pn. and (gui user interface input) 


US-PGPUB; 
USPAT 


OR 


ON 


2006/03/28 13:41 


S53 


1 


"586001 r.pn. and (dynamic) 


US-PGPUB; 
USPAT 


OR 


ON 


2006/03/28 13:41 


S54 


158 


726/25.ccls. 


US-PGPUB; 
USPAT 


OR 


ON 


2006/03/28 14:19 


S55 


98 


("6996677" "20040103252" "20050022172" "5949973" 
"20030065929" "20040243833" "20020144141" "6298445" 
"20030172293" "6185689" "4435780" "3914747" "4887235" 
"4922414" "6397379" "6427162" "20030037236" "5819301" 
"5860074" "5946711" "20030182572" "6289462" 
"20030023873" "20030204719" "20040153889" "4800524" 
"5628016" "6021469" "6125439" "4623997" "4625307" 
"5241635" "5386563" "5701493" "5729681" "5892925" 
"6282638" "6370640" "6442663" "20020184379" 
"20030217184" "20050097535" "4278344" "4466733" 
"4468114" "4974035" "5835958" "6437878" "6765901" 
"5493660" "5754818" "5842225" "5845292" "5864849" 
"6069638" "6249853" "4914577" "4956771" "5299313" 
"5301287" "5347634" "5367643" "5444853" "5537628" 
5634015 5649230 5657471 5682495 5715431 
"5724538" "5754764" "5765209" "5781750" "5832492" 
"5835788" "5864713" "5870535" "5884050" "5905508" 
"5911152" "5968153" "5990914" "6061687" "6061773" 
"6061773" "6061687" "6112267" "6138149" "6272499" 
"6282625" "6418523" "5267322" "20020138735" 
"20030235303" "20030235304" "20050097246" "5781741" 
"5450544" "5559547" "5737599" ).pn. 


US-PGPUB; 
USPAT 


OR 


ON 


2006/10/12 12:53 


S56 


274 


code with vulnerabilit$4 


US-PGPUB; 
USPAT 


OR 


ON 


2006/10/12 12:53 


S57 


55 


.code with vulnerabilit$4 and static and dynamic 


US-PGPUB; 
USPAT 


OR 


ON 


2006/10/12 12:59 


S58 


3 


certify$3 with (software application) same vulnerabilit$4 


US-PGPUB; 
USPAT 


OR 


ON 


2006/10/12 13:00 


S59 


110 


arani.xa. arani.xp. 


US-PGPUB; 
USPAT 


OR 


ON 


2006/10/13 07:28 


S60 


11 


S59 and exploits 


US-PGPUB; 
USPAT 


OR 


ON 


2006/10/13 07:33 


S61 


26 


exploitable with vulnerabilit$3 


US-PGPUB; 
USPAT 


OR 


ON 


2006/10/13 07:35 


S62 


7 


compiler with flaw 


US-PGPUB; 
USPAT 


OR 


ON 


2006/10/13 07:44 


S63 


72 


software with trustworthiness 


US-PGPUB; 
USPAT 


OR 


ON 


2006/10/13 07:47 


S64 


1 


"6584569". pn. and (tree parser) 


US-PGPUB; 
USPAT 


OR 


ON 


2006/10/13 07:48 
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S65 


53 


S66 


0 


S67 


0 


S68 


10 


S69 


2 


S70 


225 


S71 


37 


S72 


40 


S73 


3 


S74 


41 


S75 


1 



OR 


ON 


2006/10/13 08:43 


OR 


ON 


2006/10/13 08:43 


OR 


ON 


2006/10/13 08:43 


OR 


ON 


2006/10/13 08:44 


OR 


ON 


2006/10/13 09:11 


OR 


ON 


2006/10/13 09:16 


OR 


ON 


2006/10/13 09:16 


OR 


ON 


2006/10/13 09:16 


OR 


ON 


2006/10/13 09:16 


OR 


ON 


2007/01/09 14:53 


OR 


ON 


2007/01/09 14:53 



("2002002659r | "5166977" | "5237693" | "5257369" 



"5347578' 
"5566326 , 
"5699518' 
"5778189' 
"5850388' 
"5892903' 
"5933498' 
"5983270' 
"6249886' 
"641532 V 

rstcorp.as. 



"5392390" | "5485409' 
"5611048" | "5623601" 
"5701451" | "5715453" 
"5793966" | "5805823" 
"5870544" | "5870559" 
"5908469" | "5910987" 
"5941947" | "5944794" 
"6088804" | "6185689" 
"6298445" I "6301668" 



"5557798" 
"5659547" 
"5724355" 
"5812763" 
"5881232" 
"5915019" 
"5949876" 
"6205552" 
"6311278" 



'5559800" 
"5673322" 
"5774695" 
"5828893" 
"5892900" 
"5917912" 
"5982891" 
"6219803" 
"6408391" 



).PN. OR ("6584569").URPN. 



reliable. as. and software. as. 



rst.as. 



ghosh.in. and anup.in. 



726/25.ccls. 



("2001 001 3094"|"20020026591 "|"20030233581 "|"20040006704" 
r4941102"|"5133045"|"5247693"|"5293629' , r5500941"|"558169 
6"|"5699507"|"5761408"r , 5784553"r5842019"|"5850516"|"5850 
51 6"|"5854924"|"586001 1 "|"5922079"|"59251 23"|"5970242"|"60 
14723"r , 6085029"|"6125439'T'6148401"t"6154876"|"6381698' , |" 
641 2071 "|"6427232"|"6473896"|"651 31 54"|"6578094"|"6584569 
"|"6718485"|"6806893'T'6807569"|"6862696'T'6895578").PN. 

(US-20030233581-$ or US-20040006704-$ or 
US-20040103315-S or US-20020026591-S or 
US-20010013094-$).did. or (US-6862696-$ or US-6584569-$ or 
US-6578094-S or US-6895578-S or US-6718485-$ or 
US-6513154-S or US-6473896-$ or US-6427232-$ or 
US-61 54876-$ or US-6085029-$ or US-6381698-$ or 
US-5500941-S or US-5970242-S or US-5699507-$ or 
US-6148401-S or US-6807569-S or US-6125439-S or 
US-6014723-S or US-5925123-$ or US-5854924-S or 
US-5922079-S or US-5132972-S or US-6412071-$ or 
US-6806893-S or US-5860011-S or US-5842019-$).did. or 
(US-5761408-$ or US-5581696-S or US-5293629-S or 
US-5247693-S or US-51 33045-$ or US-4941 102-$ or 
US-4924408-$ or US-5784553-$ or US-5850516-$).did. 

S72 not S71 



("20010047510"|"20020087949"|"20020095661"r20020116632" 
|"200201 52455"|"200201 78375"|"20030023856"|"2003003731 8" 
|"20030212988"|"20040015883"|"20040068720"|"20040103408" 
|"20040133882"|"20040181677"|"20040181684 , i , 20040205411" 
|"20040250086"|"20050028002"|"20060026675'i'4853851"|"541 
4833"|"5522036"|"5974549"|"6128774"|"6186677 , T'6230114"|"6 
263302"|"6279149 , T'6314558"|"6381735"|"6643842'i , 6668325"| 
"6751 583T6760903T68 1 701 4"|"6898785"|"691 81 1 0"|"695742 
2"|"6981 279"|"7058936"r71 07579").PN. 

"7159127".pn. 



US-PGPUB; 

USPAT; 

USOCR 



US-PGPUB; 

USPAT; 

USOCR 

US-PGPUB; 

USPAT; 

USOCR 

US-PGPUB; 

USPAT; 

USOCR 

US-PGPUB; 

USPAT; 

USOCR 

US-PGPUB; 

USPAT; 

USOCR 

US-PGPUB; 

USPAT; 

USOCR 



US-PGPUB; 
USPAT 



US-PGPUB; 

USPAT; 

USOCR 

US-PGPUB; 
USPAT 



US-PGPUB; 
USPAT 
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